What is claimed is: 



CLAIMS 



1 L A method for building a network route map, the method comprising the steps of: 

2 actively probing a plurality of network routes to gather one or more network 

3 operational characteristics; and 

4 building the network route map based on the operational characteristics that were 

5 gathered by actively probing. 

1 2. The method of claim 1 wherein the step of building the network route map comprises 

2 the step of: 

3 determining from the one or more operational characteristics a metric related to lost 

4 data packets for each of one or more hops between network devices on the 

5 plurality of network routes; and 

6 building the network route map based, at least in part, on the metric. 

1 3 . The method of claim 2 wherein the step of determining the metric comprises the step 

2 of: 

3 transmitting a data packet from a source to a host address, wherein the metric is 

4 determined based on absence of an acknowledgement in response to the data 

5 packet from one or more of the network devices. 

1 4. The method of claim 1 wherein the step of building the network route map comprises 

2 the step of: 

3 determining from the one or more operational characteristics a metric related to 

4 operational latency for each of one or more hops between network devices on 

5 the plurality of network routes; and 

6 building the network route map based, at least in part, on the metric. 
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1 5. The method of claim 4 wherein the step of determining the metric comprises the step 

2 of: 

3 transmitting a data packet from a source to a host address; 

4 receiving a response to the data packet from each of the network devices between the 

5 source and a destination device at the host address and including the 

6 destination device; and 

7 determining a time differential between the step of transmitting the data packet and 

8 the step of receiving each of the responses; 

9 wherein the metric is determined based on the time differential. 

1 6. The method of claim 5 wherein the step of transmitting the data packet from the 

2 source includes transmitting the data packet including a time to live value and 

3 wherein the step of receiving the response is according to a reaction to the data 

4 packet. 

1 7. The method of claim 5 wherein the step of transmitting the data packet from the 

2 source includes transmitting the data packet to a port number that does not identify a 

3 port on which the destination device is listening, and wherein the step of receiving the 

4 response is according to a reaction to the data packet. 

1 8. The method of claim 1 wherein the step of building the network route map comprises 

2 the step of: 

3 determining from the one or more operational characteristics a metric related to a 

4 number of hops from a source to a host address for the plurality of network 

5 routes; and 

6 building the network route map based, at least in part, on the metric. 

1 9. The method of claim 8 wherein the step of determining the metric comprises the step 

2 of: 

-30- 



[60024-0012] 



3 transmitting a data packet from a source to the host address; 

4 receiving a response to the data packet from each of the network devices between the 

5 source and a destination device at the host address and including the 

6 destination device; and 

7 determining a time differential between the step of transmitting the data packet and 

8 the step of receiving each of the responses; 

9 wherein the metric is determined based on the time differential. 

1 1 0. The method of claim 9 wherein the step of transmitting the data packet from the 

2 source includes transmitting the data packet including a time to live value and 

3 wherein the step of receiving the response is according to a reaction to the data 

4 packet. 

1 11. The method of claim 9 wherein the step of transmittmg the data packet from the 

2 source includes transmitting the data packet to a port number that does not identify a 

3 port on which the destination device is listening, and wherein the step of receiving the 

4 response is according to a reaction to the data packet. 

1 12. The method claim 1 wherein the step of building the network route map comprises 

2 the step of: 

3 determining from the one or more operational characteristics one or more metrics 

4 from a set consisting of network access point congestion, circuit congestion, 

5 and network route reliability; and 

6 building the network route map based, at least in part, on the metrics. 

1 13. The method of claim 1 2 wherein the step of determining one or more metrics 

2 comprises the step of: 

3 transmitting a data packet from a source to a host address, wherein the metric is 

4 determined based on absence of an acknowledgement in response to the data 
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5 packet from one or more network devices on the network route between the 

6 source and the host address and including a destination device at the host 

7 address. 

1 14. The method claim 1 wherein the step of building the network route map comprises 

2 the step of: 

3 determining from the one or more operational characteristics one or more metrics 

4 from a set consisting of throughput, historical reUability, maximxm circuit 

5 capacity, and TCP/IP characteristics; and 

6 building the network route map based, at least in part, on the metrics. 

S 115. The method of claim 1 wherein the step of building the network route map comprises 

y 2 normalizing data representing the one or more of the operational characteristics 

h 5 3 among a plurality of network roiites. 

Hi 1 16. The method of claim 15 wherein the step of building the network route map 

2 comprises the step of: 

Fi 3 applying weighting fectors to each of the normalized data and summing the weighted 

4 normalized data to determine a route score for one or more of the plurality of 

5 network routes; and 

6 wherein the network route map is based on the route scores. 

1 17. The method of claim 1 ftirther comprising the step of: 

2 transmitting data representing the operational characteristics to a processor over a 

3 network; 

4 wherein the step of building the network route map is performed by the processor. 

1 18. The method of claim 17 further comprising the steps of: 

2 receiving the network route map from the processor; 

3 configuring a next-hop gateway according to the network route map; 
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4 creating a translated representation of the network route map; and 

5 propagating the one or more translated representations of the network route map to 

6 one or more peer network devices over the network. 

1 19. The method of claim 1 further comprising the step of: 

2 propagating the network route map to one or more network routing devices. 

1 20. The method of claim 1 further comprising the step of: 

2 injecting the network route map into a network routing device on an ongoing basis. 

1 21. The method of claim 20 wherein the step of inj ecting the network route map 

2 comprises the steps of: 

3 configuring the routing device as a Border Gateway Protocol peer; and 

4 advertising the network route map on an ongoing basis. 

1 22. The method of claim 1 wherein the step of building the network route map comprises 

2 building the network route map for a particular routing device and from the 

3 perspective of the routing device. 

1 23. The method of claim 1 wherein the step of building the network route map comprises 

2 building the network route map for a particular routing device and from the 

3 perspective of a network of which the routing device is constituent. 

1 24. The method of claim 1 

2 wherein the step of actively probing comprises: 

3 actively probing a plurality of network routes in which a particular routing 

4 device is constituent, whereby the routing device is actively probed 

5 from multiple perspectives; and 

6 wherein the step of building the network route map comprises: 
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7 consolidating network operational characteristics from the multiple 

8 perspectives associated with the particular routing device. 

1 25. The method of claim 1 wherein the step of actively probing is performed by a 

2 plurality of probe devices located at different locations on the network. 

1 26. The method of claim 1 wherein the step of actively probing is performed according to 

2 a user specification of a network route for actively probing. 

1 27. The method of claim 1 wherein the step of actively probing is performed according to 

2 a user specification of a network route to exclude from actively probing. 

1 28. The method of claim 1 wherein the network route map is fiirther based on a user 

2 specification of a telecommunication carrier preference and the step of building the 

3 network route map is according to the carrier preference. 

1 29. A system comprising: 

2 a probe device configured to actively probe for operational characteristics related to 

3 one or more network routes communicatively connected to a routing device; 

4 and 

5 a route optimization engine communicatively connected to the probe device and 

6 configured to receive data representing the operational characteristics and to 

7 determine a network route map for network traffic through the routing device 

8 based on the data. 

1 30. The system of claim 29 further comprising: 

2 a server configured for propagating the network route map to one or more network 

3 routing devices. 

1 31. The system of claim 30 further comprising: 
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2 a translator configured for translating the network route map from a first format 

3 associated with the route optimization engine to a second format associated 

4 with the server. 

1 32. The system of claim 30 wherein the server is a Border Gateway Protocol server. 

1 33. The system of claim 29 further comprising: 

2 a load balancer configured for queuing the data representing the operational 

3 characteristics prior to reception by the route optimization engine. 

1 34. The system of claim 33 wherein the load balancer is fiirther configured for 

2 authenticating the probe device. 

1 35. The system of claim 29 wherein the route optimization engine is fiirther configured 

2 for responding to a request for a network route map wherein the route map is from a 

3 perspective associated with the routing device. 

1 36. The system of claim 29 wherein the probe device is one of a plurality of probe 

2 devices and the route optimization engine is configured to receive data representing 

3 operational characteristics from the plurality of probe devices and to determine the 

4 network route map based on the data received from the plurality of probe devices. 

1 37. The system of claim 36 wherein at least one of the plurality of probe devices and the 

2 route optimization engine are located on a single machine. 

1 38. The system of claim 36 wherein at least one of the plurality of probe devices and the 

2 route optimization engine are located on separate machines. 

1 39. The system of claim 29 wherein the routing device is capable of using Border 

2 Gateway Protocol to exchange routing information with other devices on a network. 

1 40. The system of claim 29 wherein failure of the probe device does not prohibit the 

2 routing device from forwarding network traffic. 
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1 41 . The system of claim 29 wherein the probe device can be configured to actively probe 

2 a specified network route for operational characteristics related to the specified 

3 network route. 

1 42. The system of claim 29 wherein the probe device can be configured to exclude a 

2 specified network route fi-om probing for operational characteristics related to the 

3 specified network route. 

1 43 . The system of claim 29 wherein the probe device can be installed external to the one 

2 or more network routing devices whereby the probe device is external to network data 

3 streams. 

1 44. A method for routing information on a network, the method comprising the steps of: 

2 actively probing a plurality of network routes to gather one or more network 

3 operational characteristics; and 

4 providing data representing the operational characteristics to a processor for 

5 processing the data and for building a network route map based on the data for 

6 routing information on the network. 

1 45. The method of claim 44, further comprising the steps of: 

2 receiving the network route map; 

3 creating a representation of each of one or more network routes based on the network 

4 route map; and 

5 providing the representations to one or more network routing devices. 

1 46. The method of claim 44 wherein a user can specify a network route to actively probe 

2 to gather one or more network operational characteristics and wherein the step of 

3 actively probing is performed according to the user specification. 
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1 47. The method of claim 44 wherein a user can specify a network route to exclude from 

2 actively probing to gather one or more network operational characteristics and 

3 wherein the step of actively probing is performed according to the user specification. 

1 48 . A method for routing information on a network, the method comprising the steps of: 

2 receiving data representing network operational characteristics obtained from actively 

3 probing a plurality of network routes to gather the operational characteristics; 

4 building a network route map based on the data; and 

5 providing the network route map to a module for generating network routes based on 

6 the network route map for routing information on the network, the module 

7 including a server program for propagating the network routes to network 

8 routing devices. 

1 49. An apparatus for building a network route map, the apparatus comprising: 

2 means for actively probing a plurality of network routes to gather one or more 

3 network operational characteristics; and 

4 means for building the network route map based on the operational characteristics 

5 that were gathered by the means for actively probing. 

1 50. The apparatus of claim 49, further comprising: 

2 means for propagating representations of network routes based on the network route 

3 map to network routing devices. 

1 51. A computer-readable medium carrying one or more sequences of instructions for 

2 building a network route map, wherein execution of the one or more sequences of 

3 instructions by one or more processors causes the one or more processors to perform 

4 the steps of: 

5 actively probing a plurahty of network routes to gather one or more network 

6 operational characteristics; and 
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7 building the network route map based on the operational characteristics that were 

8 gathered by actively probing. 

1 52. A computer-readable medium carrying one or more sequences of instructions for 

2 routing information on a network, wherein execution of the one or more sequences of 

3 instructions by one or more processors causes the one or more processors to perform 

4 the steps of: 

5 actively probing a plurality of network routes to gather one or more network 

6 operational characteristics; and 

7 providing data representing the operational characteristics to a processor for 

8 processing the data and for building a network route map based on the data for 

9 routing information of the network. 

1 53 . A computer-readable medium carrying one or more sequences of instructions for 

2 routing information on a network, wherein execution of the one or more sequences of 

3 instructions by one or more processors causes the one or more processors to perform 

4 the steps of: 

5 receiving data representing network operational characteristics obtained from probing 

6 a plurality of network routes to gather the operational characteristics; 

7 building a network route map based on the data; and 

8 providing the network route map to a module for generating network routes based on 

9 the network route map for routing information on the network. 

1 54. A method for locating a host device in a network, comprising the steps of: 

2 specifying a maximum time to live value for a data packet probe; 

3 transmitting from a source a first data packet probe with a time to live value equal or 

4 approximate to one half the maximum time to live value; 
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5 determining, based on a response to the first data packet probe, whether Ihe host 

6 device is between the source and a network location represented by the one 

7 half maximum time to live value or between the network location represented 

8 by the one half maximum time to Uve value and a network location 

9 represented by the maximum time to live value; and 

1 0 if determined that the host device is between the source and a network location 

1 1 represented by the one half maximum time to live value, then determining, 

12 based on the response to the first data packet probe, the network location of 

13 the host device. 

1 55. The method of claim 54, wherein if determined that the host device is between the 

2 network location represented by the one half maximum time to live value and the 

3 network location represented by the maximum time to live value, the method further 

4 comprising the steps of: 

5 (a) specifying a first minimum time to live value for a second data packet probe equal 

6 to the one half maximum time to live value; 

7 (b) transmitting fi-om the source the second data packet probe with a time to live 

8 value equal or approximate to one half the difference between the maximum 

9 time to live value and the first minimum time to live value; 

1 0 (c) determining, based on a response to the second data packet probe, whether the 

1 1 host device is between a network location represented by the first minimum 

1 2 time to live value and the one half the difference or between the network 

1 3 location represented by the one half the difference and the network location 

1 4 represented by the maximum time to live value; 

1 5 (d) if determined that the host device is between the network location represented by 

1 6 the first minimum time to live value and the one half the difference, then 
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1 7 determining, based on the response to the second data packet probe, the 

1 8 network location of the host device; and 

1 9 (e) if determined that the host device is between the network location represented by 

20 the one half the difference and a network location represented by the 

2 1 maximum time to live value, then iterating steps (a)-(d) by continuing to 

22 bisect the remaining distance between the network location represented by one 

23 half the difference and the network location represented by the maximum time 

24 to live value until the host device is located. 
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